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1. Introduction

This tender aims to renew the license and maintenance/support contract for the existing
Fortinet security devices currently deployed at Al Albayt University. The objective is to
ensure continuous protection, optimal performance, and updated security capabilities.

This document serves as an invitation to qualified and experienced bidders to submit
proposals to renew licenses, provide support, and maintain full functionality of the
Fortinet devices, based on the latest Fortinet technologies and best practices.

All technical details, requirements, and specifications are provided in the Technical

Specifications section.

2. Purpose of the Tender

1. Renewal of all licenses and subscriptions for the FortiGate 2200E and FortiAnalyzer

300G.

2. Provision of 24x7 FortiCare support including hardware replacement (RMA),

software updates, and technical assistance.

3. Continuous protection via FortiGuard UTP services including IPS, Advanced
Malware Protection, Application Control, Web Filtering, Antispam, and related

modules.

4. Ensuring integration and compatibility with existing network infrastructure.

Page 1 of 5
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3. Scope of Work (c70) )y sltanlizgas £

The Bidder will be responsible for:

1. FortiGate 2200E: Renewal of hardware support, 24x7 FortiCare, and UTP license

(3 years).
2. FortiAnalyzer 300G: Renewal of 24x7 FortiCare support (3 years).
3. Testing and validation to ensure devices are fully functional after license renewal.

4. Technical support (remote and on-site) for configuration, troubleshooting, and

integration.

5. Delivery of official Fortinet certificates confirming active licenses and support

coverage.

4. Technical Specifications

4.1 FortiGate 2200E (QTY 2)

Feature Requirement

License FortiGate 2200E Hardware + 24x7 FortiCare + FortiGuard UTP

UTP Modules | IPS, Advanced Malware Protection, Application Control, Web Filtering,

Antispam

Support 24x7 FortiCare for 3 years including hardware replacement and technical
assistance

High Active/Passive

Availability

4.2 FortiAnalyzer 300G (QTY 1)

Feature Requirement

Support 24x7 FortiCare for 3 years

| Functionality | Centralized logging, reporting, and analytics for Fortinet devices _

Page 2 of 5




Integration Must support integration with FortiGate 2200E for logging and analytics

5. Bidder Qualifications

1. Authorized Fortinet partner/reseller.

2. Bidder must assign at least two (2) certified specialists with proven experience in
Fortinet NGFW solutions.

3. Valid company registration, commercial license compliance.

6. Proposal Submission Requirements

1. Separate technical and financial proposals.

2. Project plan with timeline for license renewal, testing, and activation.
3. Warranty and service—level commitment details.

4. References or case studies of similar implementations.

5. Pricing and service details for the entire 3—year duration.

6. CVs of at least two (2) certified specialists assigned to the project.

7. Evaluation Criteria

1. Compliance with technical specifications.

2. Bidder experience and qualifications.

3. Cost—effectiveness of proposal for the 3—year period.
4. Support and service capabilities.

5. References and proven track record.

8. Maintenance and Support Contract Terms
1. The Bidder shall perform routine maintenance every two months (preventive)
and as—needed maintenance (corrective). This includes the cost of replacement

parts, consumables, labor, and any associated fees. All parts must be original and

new. ST \_:?
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2. The Bidder shall perform all necessary updates and upgrades released by the

manufacturer without additional cost to the University.

3. The Bidder shall deploy qualified and trained technicians. The University may

request replacement of any personnel without providing reasons.

4. Support must be provided during holidays and official breaks, 24x7, and include

consultancy to optimize performance.
5. Response and Resolution Times
o Respond and repair within 4 hours for standard malfunctions.
o Respond and repair within 2 hours for critical malfunctions.

6. If systems are not operational within 8 hours, the Bidder should provide

replacement devices of equivalent capability within 24 hours at no cost.

7. If the Bidder fails to fulfill contractual obligations or delays repairs, the University

may:

A. Impose a financial penalty of 0.02% of the tender value per day.

B. AND/OR Procure repair services at the Bidder’s expense, plus 15%
administrative surcharge.

C. AND/OR Seize part or all of the Maintenance guarantee provided by the
Bidder.

9. Contract Duration
o Licenses, maintenance and support contract: 3 years from 11/02/2026 to
10/02/2029.
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